3.2.5     Diagnostics message
3.2.5.1 Introduction
[bookmark: __RefNumPara__30331203]All devices compliant to this communication profile shall support the "DM_RV" message. This message allows the communication of diagnostic information and general operating status. If there are no active faults, data bytes 2 to 5 shall be set to FFh. The DM_RV is still broadcast, allowing other nodes to see its operating status.
The broadcast gap of the DM-RV varies with the diagnostic status and other parameters. If a device is in a fault condition, the DM-RV shall be sent at a rate between 100 ms and 1000 ms, with the faster rate reserved for faults that might cause damage to other systems or compromise the safety of the occupants of the RV.
If multiple faults are active, the DM-RV shall be sent at a the appropriate rate for each fault; e.g. if two low-severity faults are present, DM-RV should be broadcast every 1000 ms for both, leading to an actual DMRV broadcast rate of 500 ms. In rare cases, too many faults may be present to broadcast the DM-RV for each and maintain the minimum 50 ms gap between broadcast messages; if this occurs, DM-RV broadcast rate can be slowed for each fault to achieve the 50 ms minimum gap.
If a device is not in a fault condition, the DM-RV is sent on request, or every 5000 ms. Thus every device shall send at least one message every 5000ms – either a status DGN or a DM-RV.
Regardless of the diagnostic status, the device shall send a DM-RV upon request. The DM-RV is also to be broadcast within 1000 ms of when a previously broadcast fault is cleared.
Table 3.2.5.1a defines the DG definition and Table 3.2.5.1b defines the signal and parameter definition for the active diagnostic message ("DM_RV").

Table 3.2.5.1a — DG definition
	DG attribute
	Value

	Name
	DM_RV

	DGN
	1FECAh

	Default priority
	6

	Maximum broadcast gap
	100 ms where necessary for safety or to prevent damage.
1000 ms for other fault conditions.

	Normal broadcast gap
	On Change of Status

	Minimum broadcast gap
	5000 ms if no other status information has been sent by this device.

	Number of frames
	1

	ACK requirements
	None



Table 3.2.5.1b — Signal and parameter definition
	Byte
	Bit
	Name
	Data Type
	Unit
	

	0
	0 to 1
	Operating status
	uint2
	-
	see 3.2.5.2

	
	2 to 3
	Operating status
	uint2
	
	see 3.2.5.2

	
	4 to 5
	Yellow Lamp status
	uint2
	
	see 3.2.5.3

	
	6 to 7
	Red Lamp status
	uint2
	
	see 3.2.5.3

	1
	-
	DSA
	uint8
	-
	see 3.2.5.4

	2
	-
	SPN-MSB
	uint8
	-
	see 3.2.5.5

	3
	-
	SPN-ISB
	uint8
	-
	see 3.2.5.5

	4
	5 to 7
	SPN-LSB
	uint3
	-
	see 3.2.5.5

	
	0 to 4
	FMI
	uint5
	-
	see 3.2.5.8

	5
	0 to 6
	Occurrence count
	uint7
	-
	7Fh if not available

	
	7
	reserved
	N/A
	-
	always 1

	6
	-
	DSA extension
	uint8
	-
	FFh — No DSA extension defined for product

	7
	0-3
	Bank Select
	uint4
	-
	0-13. For devices where bank selection is supported. Fh otherwise.



3.2.5.2 Operating status
[bookmark: __RefNumPara__30344896]The DM_RV provides a simple way for devices to indicate their general operating status. Generally there are two broad types of devices.- those that are simply ON or OFF (defined in Table 3.2.5.2a), such as a lamp, and those that have a degree of automation (defined in Table 3.2.5.2b), such as a climate control device or a charger.

Table 3.2.5.2a — Operating status for simple devices
	Bit 0 and 1
	Bit 2 and 3
	Description

	00b (OFF)
	00b (standby)
	Device is disabled and not operating. Generally a fault condition or the result of a manual override.

	00b (OFF)
	01b (active)
	Device is disabled, but is running. Generally a fault conditions or the result of a manual override.

	01b (ON)
	00b (standby)
	Device is not operating, but will accept commands to operate. This is the'normal' OFF condition.

	01b (ON)
	01b (active)
	Device is operating and will accept command. This is the'normal' ON condition.



Table 3.2.5.2b — Operating status for intelligent devices
	Bit 0 and 1
	Bit 2 and 3
	Description

	00b (OFF)
	00b (standby)
	Device is disabled and not operating.

	00b (OFF)
	01b (active)
	Device is disabled, but is running. Generally a fault condition or the result of a manual override.

	01b (ON)
	00b (standby)
	Device is enabled, but is waiting for some conditions to be fulfilled before it will start running.
EXAMPLE: A thermostat-controlled device may be waiting for the temperature to reach a set point.

	01b (ON)
	01b (active)
	Device is enabled and running.



3.2.5.3 Fault status
[bookmark: __RefNumPara__34641721]The DM_RV provides a simple way for RV-C nodes to indicate the severity of faults being broadcast. Every DM_RV includes bits for encoding whether a given fault is “Yellow” or a “Red”.
The classification of faults into “Yellow” and “Red” is subjective. In general, “Yellow” faults usually refer to conditions that are manageable by the user or require little or no intervention. “Red” faults generally require a service technician or other substantial intervention. Nodes broadcasting multiple faults simultaneously may broadcast some faults as “Yellow” and some as “Red” depending on the severity of each. 
EXAMPLE - A low battery level to an inverter signal is a 'Yellow' fault.
The DM_RV is considered the “last choice” for indicating a problem condition. If there are provisions in the RV-C protocol for indicating a problem other than through the DM_RV, then that alternative method shall be preferred.
EXAMPLE - An intelligent AC transfer switch uses the provisions in AC_STATUS_1 for indicating an Open Ground from a shore line, rather than send a DM_RV. In this case the transfer switch is working properly, and is not in a fault condition. The same might not apply to the output of a generator or inverter, since the open ground probably indicates a wiring problem within the RV.
3.2.5.4 Default Source Address (DSA)
[bookmark: __RefNumPara__30584312]The DSA provides a mechanism for classifying devices and identifying their features. Most devices shall have a single DSA which indicates its primary function. Many devices have multiple functions, in which case they use multiple DSAs according to the context of the specific message. For example, a smart generator may report DM-RV messages as a Generator (DSA 64) and a Genstart Controller (DSA 65), each in turn.
In some cases a device may implement a function as trivial complement to its main functionality.  For example, a control panel may have a dimmable backlight that is controllable as a DC Dimmer. In such cases, reporting the functionality through the use of the DC Dimmer DSA may be more confusing than useful to a technician or user, and the product should not use that DSA and are not required to report DGNs concerning that DSA.
The DSA is used by a device attempting to interpret the specific failure. .... 
EXAMPLE - The DM-RV for a Slide Room shall always use the DSA of 84."
To provide capacity for more devices than can be identified with the 8-bit DSA, the “Extended DSA” is defined. By default a device for which the Extended DSA is not defined shall use FFh (255) in the Extended DSA field. The Extended DSA is not used for Source Address assignment, and only serves to identify the device type in the diagnostic message.
NOTE - The system integrator takes care that only one statically addressed device with the same DSA and the same DSA extension, or the same DSA and different DSA extension is installed in a network.
3.2.5.5 Service Point Number (SPN)
[bookmark: __RefNumPara__30481462]The SPN encodes the specific feature, component or sub-component that has failed in a device. There do exist common SPNs (see Table 7.3), which are common for all device types, and specific SPNs which are specific for a device type and depend on the DSA of the device type.
Depending on whether the device is a single-instance or multiple -instance device the SPN is encoded differently. Single-instance devices have a 19-bit SPN identifier. Multiple-instance devices have an 11-bit SPN identifier and an 8-bit instance identifier.
If no fault is active, the SPN value shall be 7FFh 
Table 3.2.5.5 — SPN format
	Data byte
	Single instance device
	Multiple instance device

	MSB (Byte 2:Bits 0 to 7)
	Most significant byte of the SPN
	Most significant byte of the SPN 
00h – Fault applies to all sub-device instances
01h-FAh – Fault applies to specific instance.

	ISB (Byte 3)
	Intermediate byte of the SPN
	Instance on the device

	LSB (Byte 4:Bits 5 to 7)
	Least significant bits of the SPN
	Least significant bits of the SPN


EXAMPLE -
Byte 3 = 01h = 0000 0001b (SPN = 0000 0001 b)
Byte 4 = 03h = 0000 0011b
Byte 5 = C0h = 1100 0000b (SPN = 110b)
If Single instance device – SPN = 00 0001 0000 0011 110b = 081E= 2078h
If Multiple instance device - Instance = 3; SPN = 00 0001 110b = 000Eh = 15
3.2.5.6 Generic faults in multiple instance devices
[bookmark: __RefNumPara__57521_209850323]SPN values of 00h to FFh are reserved for faults that are common to all RV-C devices. They refer to faults which are generic to all devices, e.g. faults in the communication itself or the microprocessor.
Multiple instance devices shall signal those faults without reference to the specific instance. The encoding of a single instance device shall apply for those faults on a multiple instance device.
3.2.5.7 Devices with multiple instances of sub-devices
Universal faults shall be signaled with the MSB set to 00h. Faults specific to the instance of a device shall have a MSB unequal to 00h, except generic faults (see 3.2.5.6).
NOTE - The number of universal faults for a multiple instance device is limited to 2048 SPNs.
EXAMPLE - A slide room controller has universal faults, e.g. the lack of a park brake signal, and instance specific faults, e.g. the slide room limit switch.
3.2.5.8 Failure mode identifier
[bookmark: __RefNumPara__191841_1491083257]The failure mode identifiers (FMI) are defined in Table 3.2.5.8. The FMI is universal to all devices, regardless of type.

Table 3.2.5.8 - Failure mode identifier
	Value
	Description

	0
	Datum value above normal range

	1
	Datum value below normal range

	2
	Datum value erratic or invalid

	3
	Short circuit to high voltage (or complete sensor input failure)

	4
	Short circuit to low voltage (or complete sensor input failure)

	5
	Open circuit, or output current below normal

	6
	Grounded circuit, or output current above normal

	7
	Mechanical device not responding

	8
	Datum value showing error of frequency, pulse width, or period

	9
	Datum not updating at proper rate

	10
	Datum value fluctuating at abnormal rate

	11
	Failure not identifiable

	12
	Bad intelligent RV-C node

	13
	Calibration required

	14
	"None of the above" (use sparingly!)

	15
	Datum valid but above normal operational range (least severe)

	16
	Datum valid but above normal operational range (moderately severe)

	17
	Datum valid but below normal operational range (least severe)

	18
	Datum valid but below normal operational range (moderately severe)

	19
	Received invalid network datum

	20
	Network Device Not Responding

	21
	Networked Device Not Responding (failure due to the unresponsiveness of a second networked device) 

	22
	Reverse polarity

	23 to 30
	Reserved

	31
	Failure mode not available



If no fault is active, the FMI value shall be 1Fh 
3.2.5.9 Reporting multiple failures
A device is able to implement multiple functions, multiple instances of a single function, or a combination thereof. Such a device may have multiple errors at the very same time; a separate DM_RV for each function or for each instance shall be sent by the device.
A device with multiple instances of the same function may broadcast faults either by sending a separate DM_RV for each instance, or combining all faults in a multiple packet message.
NOTE 1 - A device combining all faults in a multiple packet message is unable to signal the status of each instance independently, because only one operating status byte is sent for the entire message. This is appropriate where the instances are integral sub-system of the device. This is not appropriate where the instances have their own operating status.
EXAMPLE - The legs of a transfer switch are instances, which are integral sub-systems of a device. An AC load switching device has instances, where each instance has its own status.
NOTE 2 - A diagnostic device has to be careful in deciding when a fault is no longer active, because of the ambiguity inherent in the handling of multiple instance devices. A device that transmits a DM_RV with both faults (Yellow and Red) set to zero and a particular DSA surely indicates that there are no faults for that function within the device. But there may be another device with the same function. A second SPN -RV from the same device and function does not necessarily mean the first fault is no longer active. Any diagnostic device that needs to track the appearance and disappearance of faults have to take advantage of the 1000 ms update rate of the DM_RV. The device may have to use a timer to track the last appearance of the fault and the last appearance of a DM_RV from the source device.

3.2.5.10 Encoding multiple faults in a multiple packet message
[bookmark: __RefNumPara__30555829]Note: Although similar protocols suggest using the multi-packet protocol when multiple faults are present, this practice has been deprecated in RV-C. Table 3.2.5.10 defines the former practice for the benefit of designers for whom compatibility with older products is necessary. New designs should not use this format.
When multiple faults are present in a product, a DM_RV shall be broadcast for each fault. This specifically allows the alarm level (red, yellow) to be communicated for each SPN/FMI combination, which is often essential for proper analysis. Each transmission shall be repeated every 5000ms while the fault is active.
A device with multiple faults from the same DSA may signal the faults using a multiple packet message. In this case the SPN, FMI and occurrence count shall be transmitted for each subsequent fault. The operating status and DSA shall be sent once and shall apply to all encoded faults.
The use of a multiple packet message is optional. It is defined in Table 3.2.5.10. All attributes not listed shall be identical to the active diagnostic message (see 3.2.5.1b).

(DEPRECATED) Table 3.2.5.10 — Signal and parameter definition (DEPRECATED)
	Byte
	Bit
	Name
	Data type
	Unit
	Value definition

	0
	-
	Operating Status
	uint8
	-
	see 3.2.5.2

	1
	-
	DSA
	uint8
	-
	see 3.2.5.4

	First fault

	2
	-
	SPN-MSB
	uint8
	-
	see 3.2.5.5

	3
	-
	SPN-ISB
	uint8
	-
	see 3.2.5.5

	4
	5 to 7
	SPN-LSB
	uint3
	-
	see 3.2.5.5

	
	0 to 4
	FMI
	uint5
	-
	see 3.2.5.8

	5
	0 to 6
	Occurrence count
	uint7
	-
	7Fh if not available

	
	7
	reserved
	-
	-
	Always 1

	6
	-
	DSA extension
	uint8
	-
	FFh — No DSA extension defined for product

	Second Fault

	7
	-
	SPN-MSB
	uint8
	-
	see 3.2.5.5

	8
	-
	SPN-ISB
	uint8
	-
	see 3.2.5.5

	9
	5 to 7
	SPN-LSB
	uint3
	-
	see 3.2.5.5

	
	0 to 4
	FMI
	uint5
	-
	see 3.2.5.8

	10
	0 to 6
	Occurrence count
	uint7
	-
	7Fh if not available

	
	7
	reserved
	-
	-
	always 1

	11
	-
	DSA extension
	uint8
	-
	FFh — No DSA extension defined for product

	Subsequent faults

	n
	-
	SPN-MSB
	uint8
	-
	see 3.2.5.5

	n+1
	-
	SPN-ISB
	uint8
	-
	see 3.2.5.5

	n+2
	5 to 7
	SPN-LSB
	uint3
	-
	see 3.2.5.5

	
	0 to 4
	FMI
	uint5
	-
	see 3.2.5.8

	n+3
	0 to 6
	Occurrence count
	uint7
	-
	7Fh if not available

	
	7
	reserved
	-
	-
	always 1

	n+4
	-
	DSA extension
	uint8
	-
	FFh — No DSA extension defined for product



3.2.5.11 Recommended fault presentation in UI devices
As UI devices and service tools vary in their presentation capabilities, there are no specific requirements regarding how fault information is displayed to the user or technician. However, as far as practical within the capabilities of the product, the following guidelines should be followed.
For easier identification of the fault context, it is recommended to display the device, followed by the instance value where applicable, or the word “Node” where the fault is not associated with a specific instance. The SPN should then be displayed followed by the FMI.
Numerical values should be displayed in decimal representation.
Where practical, descriptive text may also be provided for the device and/or fault.


Table 3.2.5.11 — Recommended fault presentation
	DSA / Device
	Instance
	SPN - FMI
	Description

	84 Slide
	Node
	9 - 19
	Node RV-C connection - Received invalid network datum

	84 Slide
	1
	9 - 4
	Position sensor - Short circuit to low voltage



The two examples above illustrate different DM_RV encodings of the same displayed SPN value. The SPN MSB-ISB-LSB fields are 0-1-1 for the node-level fault and 1-1-1 for the instance-specific fault, respectively, while both are presented to the user as SPN 9.
