6.2.8 Generic Revision Command
Justification for addition: RV-C currently provides a bare-bones method of firmware and configuration transfer using multipackets and/or the DOWNLOAD (17D00 block) DGN. This command adds to this capability by providing a standardized way of validating firmware or configuration loads in advance of transfer, eliminating failures where the wrong firmware or configuration is transferred. We chose to extend the “generic revision” series of DGNs due to its flexibility and its support for multiple subsystems per RV-C node.  
This data group is intended for devices capable of performing firmware updates or bulk configuration changes over the RV-C network. Its purpose is to validate a potential new revision against the target device, allowing the target to reject incorrect or out-of-date firmware or configuration loads. Nodes are not required to support this DGN. 
Revision information is reported by means of a five byte “Generic Revision Number”, each byte of which is defined in the DG signal and parameter attributes below. This “Generic Revision Number” is identical to the field of the same name in “Generic Revision Status” (see section 6.2.6). 
Table 6.2.8a defines the DG attributes, and Table 6.2.Xb defines the signal and parameter attributes.

Table 6.2.8a — DG definition
	DG attribute
	Value

	Name
	GENERIC_REVISION_COMMAND

	DGN
	1????h 

	Default priority
	7
Justification: This DGN is a mechanism for coordinating extraordinary procedures that are not immediately important for the functionality of the network, and thus its priority can be lower (numerically larger) than most messages. 

	Maximum broadcast gap
	N/A

	Normal broadcast gap
	As Needed

	Minimum broadcast gap
	50ms

	ACK requirements
	ACK or NAK (see below)


Table 6.2.8b — Signal and parameter definition
	Byte
	Bit
	Name
	Data Type
	Unit
	Value definition

	0
	-
	Source Address
	uint8
	-
	1-253 – Desired source address of the target device
Justification: We must include the source address instead of the DSA (as in section 6.2.6) because we wish to ensure the command is targeted at one device at a time. In section 6.2.6, the DSA is necessary to identify the meaning of the subsystem index to the outside world. In this case, the sender is expected to know the device’s DSA already (and the device can use it internally for validation), eliminating the need. 

	1
	-
	Instance
	uint8
	-
	FFh for non-instanced devices 

	2
	0-4
	Subsystem Index
	uint5
	-
	The subsystem of the target device for which the new revision is being validated. 
0 – Full system 
(Do not use 0 if the system has one or more defined subsystems, see below.)  
1-24 – Defined by the target’s DSA. See table 6.2.6c.
25-29 – Vendor defined.
Justification: Identical to 6.2.6 aside from some wording changes to accommodate the lack of a DSA field.

	
	5-7
	Revision Type
	uint3
	-
	The type of revision information being validated.
0 - Reserved
1 – Firmware
2 – Configuration
3-5 – Open for future development
Justification: Identical to 6.2.6 for easy compatibility, except the hardware option is removed. It seems a little difficult to transfer that.

	3
	-
	“Generic Revision Number” First Byte - Release Year
	uint8
	Year
	Precision = 1 year
Offset = 2000 AD
Value range = 2000 to 2250
The year that this revision was released. See notes in section 6.2.6.

	4
	-
	“Generic Revision Number” Second Byte - Release Month
	uint8
	Month
	1 – January, 2 – February , . . . ,
12 – December
The month that this revision was released.

	5
	-
	“Generic Revision Number” Third Byte - Version
	uint8
	-
	1 – 253 – Version number
Device manufacturers should begin at 1, and increment 1 for every version of this firmware released this month. See notes in section 6.2.6.


	6-7
	-
	“Generic Revision Number” Fourth and Fifth Bytes – Product Series
	uint8
	-
	The vendor-defined product series that this device belongs to. MSB in byte 6, LSB in byte 7. See notes in section 6.2.6.
If a vendor only has one product series of a device type, this value should be 1 (that is, MSB:0, LSB:1)
Justification: Identical to 6.2.6 (as are bytes 3 through 5) for compatibility and easy comparison between the device’s existing value and the sender’s firmware or configuration load.



Upon reception of GENERIC_REVISION_COMMAND the target device will respond with either an ACK or NAK.  An ACK affirms the target device will allow the sender to transfer a firmware or configuration load with the provided revision.  A NAK indicates the target device will not permit that transfer. Use a descriptive NAK code when sending a NAK for this command (see Table 7.5). For example, 5 – “Command parameters are out of range” could indicate an out-of-date revision, and 2 – “Command is not acceptable from the source” could indicate that the sender is not authorized to make firmware or configuration changes to the device.
Justification: There doesn’t seem to be a need to make assumptions about the method of firmware updates, as these are already manufacturer-specific and may include proprietary messages. Further, although some commands will result in either a NAK or a corresponding STATUS message, it doesn’t make sense to send a changed GENERIC_REVISION_STATUS message here without the actual transfer having been completed, because the revision is still the old one until transfer is done (and this command simply validates/authorizes the transfer). Thus, we only ask for an ACK or NAK.
This command should not be a guaranteed success due to the sensitive nature of firmware/configuration changes, so NAKs will be common. However, it is not appropriate for the specification to make many assumptions about the nature of authentication, versioning, and manufacturer-specific configuration. Thus, we chose to stick to the existing NAK codes and only made recommendations about the ACK/NAK behavior. 
Additionally, we are choosing not to reproduce/edit the notes from section 6.2.6 here and instead refer to them, as this section is likely to end up very close to 6.2.6 in the specification. We suggest that these references to section 6.2.6 end up as clickable links in the final spec. 
 Firmware and configuration changes are delicate procedures. To avoid transfer of incorrect firmware or configurations, it is recommended that devices supporting this command send a NAK unless all of the following are true:
· The sender is authorized by the target device (perhaps a secure password exchange has taken place, or the sender has IDed itself as from the same manufacturer).
· The sender has sent the target a GENERIC_REVISION_REQUEST and received a GENERIC_REVISION_STATUS from it.
· The target’s source address has not changed since it received the sender’s most recent GENERIC_REVISION_REQUEST.
· The instance and product code match the target device, and the subsystem and revision type are valid for the target device.
· The device is not locked out and is receptive to the specified revision number. (For example, the device may not permit a downgrade in its firmware version and send a NAK because the specified version is lower than its own.) 
To avoid addressing conflicts while a delicate configuration or firmware transfer is in progress, after sending an ACK for this command a target device may choose to respond to ADDRESS_REQUEST and ADDRESS_CLAIM messages with an ADDRESS_CLAIM message containing all 0s, but only while a transfer is in progress and while otherwise conforming to ADDRESS_CLAIM requirements (see section 3.3). This makes it impossible for any messages to go astray due to a change in address. 
Justification: 
The recommended authorization was chosen because of the sensitivity of firmware and configuration updates. The second and third bullet points ensure that the sender is not updating the device “blind” (i.e. it knows that an update is actually required) and also prevent race conditions (e.g. a GENERIC_REVISION_COMMAND goes astray because the target device sends ADDRESS_CLAIM with a new address before the GENERIC_REVISION_COMMAND is received, and the device that claimed the old address gets the command.) This last note is also why the ability to win all address conflicts while the transfer is in progress is important.  Finally, the final two bullet points confirm that the firmware is appropriate for the device, fulfilling the purpose of preventing bad firmware updates with permanent consequences for the device.
