Submission:  Broker and Connection Instancing
Add to section 6.44
In BROKER_STATUS, BROKER_INITIATOR_COMMAND, BROKER_INITIATOR_STATUS, BROKER_RESPONDER_COMMAND, BROKER_RESPONDER_STATUS, BROKER_CONNECTION_COMMAND, BROKER_CONNECTION_STATUS, BROKER_CONNECTION_TEXT_COMMAND, BROKER_CONNECTION_TEXT_STATUS

In Byte 0, Value Description,
	Replace 1-250 with 1-127

In Byte 1, Value Description
	Replace 1-250 with
		Instance of:
		1-127 = Standard Connection
		128-250 = Subnetwork Connection 


Submission:  Discovery Status DGN
To 6.44 External Interface, add new DGN Definition

6.44.#	Discovery Status
The DISCOVERY_STATUS DGN is as defined in the WRV-C Document, Section 2.2.4.1.  The DGN is TBA.

To Table 7.7, add DISCOVERY_STATUS, value TBA, Section TBA.


Submission:  Multiple Function Devices – Non-Trivial Functions
1.1. In Section 7.2, replace:
If a node has multiple functions, it uses the same source address for all messages. If statically addressed, it may use the DSA for any one function which is unlikely to be duplicated in a network. If dynamically addressed, it should start the claiming process in the Multifunction group (112-127).  

With:
If a node has multiple DSAs, per section 3.2.5.4, it uses the same source address for all messages. If statically addressed, it may use the DSA for any one non-trivial function which is unlikely to be duplicated in a network. If dynamically addressed, it should start the claiming process in the Multifunction group (112-127).  

1.2. In Section 3.2.5.4, replace
The DSA is used by a device attempting to interpret the specific failure. Each device type has its own list of SPNs. The interpretation of the SPN requires inspecting the DSA. Devices with more than one DSA assigned to them shall use the lowest DSA value available, regardless of the source address used by the device and whether multiple devices of the same type are installed on the network. 

With:
The DSA provides a mechanism for classifying devices and identifying their features.  Most devices shall have a single DSA which indicates its primary function.  Many devices have multiple functions, in which case they use multiple DSAs according to the context of the specific message.  For example, a smart generator may report DM-RV messages as a Generator (DSA 64) and a Genstart Controller (DSA 65), each in turn.
In some cases a device may implement a function as trivial complement to its main functionality.  For example, a control panel may have a dimmable backlight that is controllable as a DC Dimmer.  In such cases, reporting the functionality through the use of the DC Dimmer DSA may be more confusing than useful to a technician or user, and the product should not use that DSA and are not required to report DGNs concerning that DSA.
The DSA is used by a device attempting to interpret the specific failure. ....


Submission:  Reserve 17### DGN block
In Table 7.7, insert a note after INSTANCE_STATUS stating, "DGNs from 170##h to 17A##h are reserved for future Address-Specific DGNs."


Submission:  "All Ok" DM_RVs
At the end of Section 3.2.5.5,  insert "If no fault is active, the SPN value shall be 7FFh."
At the end of Section 3.2.5.8,  insert "If no fault is active, the FMI value shall be 1Fh."


Submission:  Addition to BROKER_STATUS
Add to BROKER_STATUS (Table 6.44.1b) 
Byte 3	Bit 0-1	Remote Subnetwork	uint2		0 = This broker is directed connected to this RV-C bus.
							1 = This message has been bridged from another RV-C bus.
Byte 3	Bit 2-4	Subnetwork Identifier	uint3		1-5 = Subnetwork Identifier 


Submission:  Addition to SPN table.
Add to Standard SPN Table (Table 7.3) 
14	WRV-C Disconnection
2045	WRV-C Disconnection – Instanced Device.  SPN-ISB will contain the instance.


Submission:  Addition to Broker Connection DGNs
In Section 6.44
Add to BROKER_CONNECTION_STATUS
	Byte 3	Bits 0-2	uint3	General Connection Status	
				0 = Terminated.  This Instance value is no longer valid.  See below.
				1 = Disconnected.  The Instance value is maintained.
				2 = Connected
	Byte 3	Bits 3-4	bit2	Protocol-Specific Connection Status
				0 = Disconnected, per the underlying protocol.
				1 = Connected
	Bytes 4-5		Time since last report.  Scaled 1 bit = 0.1 min.

Upon receiving a General Connection Status value of 0 (Terminated), any device which is interacting with the given connection instance should immediately cease such activity.  In time the Instance value may be subsequently recycled by the broker for another device.

Add to BROKER_CONNECTION_COMMAND
	Byte 3		uint8	Perform Test
				0 = Ping

Create BROKER_CONNECTION_COMMAND_2
	Byte 0		uint8		Broker Instance
	Byte 1 		uint8		Connection Instance
	Byte 3-4		uint16		WRV-C/BT Provisioning Trigger (See WRV-C/BT Section XXX)

Create BROKER_CONNECTION_STATUS_2
	Byte 0		uint8		Broker Instance
	Byte 1 		uint8		Connection Instance
	Byte 3-4		uint16		WRV-C/BT Provisioning Trigger (See WRV-C/BT Section XXX)
	Byte 5		uint8	%	Battery Level

 

Submission:  Addition to Broker DGNs
Add to section 6.44
Add to BROKER_CONNECTION_COMMAND 
	Byte 3		uint8		Disconnect Command
					0 – Reject All Connections.
					1 – Reject Specific Connection.
					2 – Suspend All Connections
					3 – Suspend Specific Connection
					4 – Restore All Suspended Connections
					5 – Restore Specific Suspended Connection 
					6 – Reset (Suspend & Immediately Restore) All Connections.  
					7 – Reset (Suspend & Immediately Restore) Specific Connection.
	When this field is used, the ACK requirement shall be BROKER_RESPONDER_STATUS or BROKER_INITIATOR_STATUS, per the connection type.  
	Once a connection is Rejected, the client shall not be allowed to reconnected without undergoing the full provisioning process as for a completely new client.  The Restore command does not apply to Rejected connections.
	Once a connection is Suspended, the client is not allowed to reconnect until the connection is Restored, typically through the use of this same DGN.  
	When the command is used to reject or suspend a connection, that status shall be preserved should the broker be rebooted or power-cycled.

Add to BROKER_RESPONDER_STATUS, additional values for these fields:
	Pairing			80h = Connection is Suspended
				81h = Connection is Rejected
	Last Command		80h = Suspend Connection
				81h = Reject Connections
				82h = Restore Connection
				83h = Reset Connection

Add to BROKER_INITIATOR_STATUS, additional values for these fields:
	Pairing			80h = Connection is Suspended
				81h = Connection is Rejected
	Last Command		80h = Suspend Connection
				81h = Reject Connections
				82h = Restore Connection
				83h = Reset Connection


Submission:  Addition to Standard SPNs
Add to Table 7.3 – Standard SPNs
Value	Description
14 	Connection
15 	Broker 	
16 	WRV-C Security		


Submission:  Addition to Standard Acknowledgments
Add to Table 7.5 – Standard Acknowledgments
Value	Description
9 	Device not Available. 

Submission:  SPNs for External Interface
Add to Section 6.44
Section 6.44.xx 	Service Points
Table 6.44.xx lists the Service Points:
MSB	ISB	Lsb	Description
1	Inst	0	Wifi Radio
1	Inst	1	Bluetooth Radio
1	Inst	2	Thread Radio
1	Inst	3	Other Radio
1	Inst	4	Security Key


 Submission:  Client Authorization
Add to Broker section in 6.44:
CLIENT_AUTHORIZATION_REQUEST
	Byte 0		uint8		Broker Instance
	Byte 1 		uint8		Connection Instance
	Byte 2		uint8
					Bit 0	Appliances
					Bit 1	Chassis				
					Bit 2	Climate				
					Bit 3	Clock				
					Bit 4	Electrical			
					Bit 5	Generator			
					Bit 6	Lighting and Ambience	
					Bit 7	Always 0
	For each bit, 1 = Authorization is requested.	
	Byte 3		uint8
					Bit 0	Moving Devices
					Bit 1	Network Security				
					Bit 2	Operating Safety				
					Bit 3	Personal Security				
					Bit 4	Plumbing			
					Bit 5	Remote Monitoring		
					Bit 6	RV Model-Specific Control	
					Bit 7	Always 0
	Byte 4		uint8
					Bit 0	Synchronization
					Bit 1	Full Network Access			
					Bit 2	Unidentified Function	
					Bit 3	Sensitive Data		
					Bit 4..6	Reserved for future categories.  
						Set to 0.  Treat a 1 as "Unidentified Function"
					Bit 7	Always 0
	Byte 5		uint8			Reserved for future categories.
						Set to 00h.  Treat any non-zero value as "Unidentified Function".
	Byte 6		uint8		Duration, in Duration Units.
	Bits 7.0-7.4	uint4		Duration Unit	
						0=Until Revoked, 1=Minute, 2=Hour, 3=Day, 4=Week, 5=Month, 

Note that the BROKER_CONNECTION_TEXT_STATUS DGNs must have been transmitted before this request.  If this data has not been received by the UI device, it shall request the DGN and not present the permission requests to the user until it has received a valid and fresh text status.

CLIENT_AUTHORIZATION_APPROVAL
	Byte 0		uint8		Broker Instance
	Byte 1 		uint8		Connection Instance
	Byte 2		uint8
					Bit 0	Appliances
					Bit 1	Chassis				
					Bit 2	Climate				
					Bit 3	Clock				
					Bit 4	Electrical			
					Bit 5	Generator			
					Bit 6	Lighting and Ambience	
					Bit 7 	0 = Byte contains valid flags.  1 = Byte should be ignored.
					For each category bit, 
					1 = Authorization has been approved by the user.
					0 = User has not authorized this category.
	Byte 3		uint8
					Bit 0	Moving Devices
					Bit 1	Network Security				
					Bit 2	Operating Safety				
					Bit 3	Personal Security				
					Bit 4	Plumbing			
					Bit 5	Remote Monitoring		
					Bit 6	RV Model-Specific Control	
					Bit 7 	0 = Byte contains valid flags.  1 = Byte should be ignored.
					For each category bit, 
					1 = Authorization has been approved by the user.
					0 = User has not authorized this category.
	Byte 4		uint8
					Bit 0	Synchronization
					Bit 1	Full Network Access			
					Bit 2	Unidentified Function	
					Bit 3	Sensitive Data		
					Bit 4..6	Unidentified Function.  See Byte 5.
					Bit 7 	0 = Byte contains valid flags.  1 = Byte should be ignored.
					For each category bit, 
					1 = Authorization has been approved by the user.
					0 = User has not authorized this category.
	Byte 5		uint8		Bit 1..6	Unidentified Function.  
						0000000b = User has not authorized "Unidentified Function"
						1111111b = User has authorized "Unidentified Function"
					Bit 7 	0 = Byte contains valid flags.  1 = Byte should be ignored.

	Byte 6			uint8	Duration, in Duration Units.
	Bits 7.0-7.3		uint4	Duration Unit	
					0=Until Revoked, 1=Minute, 2=Hour, 3=Day, 4=Week, 5=Month,
	Bits 7.4-7.7		uint4	Overall Result
					0=User Denied all permissions, or timed out.
					1=User Approved all permissions, as indicated by the category flags.
					2=User Denied at least one category.
					The category flags must be set correctly regardless of the value in this field.

If the broker does not receive a  CLIENT_AUTHORIZATION_APPROVAL DGN within ten minutes the broker shall proceed as though it received the DGN with all permissions denied.
The broker shall respond with BROKER_RESPONDER_STATUS or BROKER_INITIATOR_STATUS, as appropriate.

 Submission:  Client Revocation
Add to Broker section in 6.44:
CLIENT_AUTHORIZATION_REVOCATION_COMMAND
	This DGN allows the user to reduce the permissions granted a client.  The broker shall respond to this DGN with a CLIENT_AUTHORIZATION_STATUS message for all clients addressed by the DGN.
Byte 0		Broker Instance
Byte 1		Connection Instance				If 0xFF, apply per note below.
Bytes 2-5	Categories same as CLIENT_AUTHORIZATION_APPROVAL.
	Bits 0..6							1 = Authorization is to be revoked.	 
								0 = No Action.
	Bit 7							1 = Ignore this byte.  
								0 = Byte contains valid data.
	If the Connection Instance is provided, the broker shall revoke the permissions for just the indicated connection.  If it is 0xFF, the broker shall revoke the permit for all connections that require any of the indicated permissions.
	Note that the revocation of a permission is intended to be permanent.  To override the revocation, the client must be fully reprovisioned.

CLIENT_AUTHORIZATION_STATUS
Byte 0		Broker Instance
Byte 1		Connection Instance		If 0xFF, apply per note below.
Bytes 2-5	Categories same as CLIENT_AUTHORIZATION_APPROVAL.
	Bits 0..6						1 = Client is currently authorized.	 
							0 = Client is not currently authorized.
	Bit 7						1 = Ignore this byte.  
							0 = Byte contains valid data.
CLIENT_PROVISIONED_AUTHORIZATION_STATUS and CLIENT_PRELIMINARY_AUTHORIZATION_STATUS are provided to allow a technician or UI device to determine how device permissions may have been lost.  The PRELIMINARY status shows the categories which were originally requested during initial provisioning.  The PROVISIONED status shows the categories which were approved at that time.  Any categories which were authorized then but are not currently authorized were revoked subsequently, presumably via the revocation command. 
CLIENT_PROVISIONED_AUTHORIZATION_STATUS
Byte 0		Broker Instance
Byte 1		Connection Instance		If 0xFF, apply per note below.
Bytes 2-5	Categories same as CLIENT_AUTHORIZATION_APPROVAL.
	Bits 0..6						1 = Client was authorized at initial provisioning. 
							0 = Client was not authorized initially.
	Bit 7						1 = Ignore this byte.  
							0 = Byte contains valid data.
	This DGN represents the contents of the manifest that the client is currently operating under.  If a client is not currently connected and has been issued more than one permit, the relevant data bytes shall be filled with FEh.
Check CLIENT_AUTHORIZATION_STATUS for current status. 	 
CLIENT_PRELIMINARY_AUTHORIZATION_STATUS
Byte 0		Broker Instance
Byte 1		Connection Instance		If 0xFF, apply per note below.
Bytes 2-5	Categories same as CLIENT_AUTHORIZATION_APPROVAL.
	Bits 0..6						1 = Initial Manifest required approval of this category.    
							0 = Initial manifest did not reference this category.
	Bit 7						1 = Ignore this byte.  
							0 = Byte contains valid data.
	Note that this DGN contains the same category data as the client's initial CLIENT_AUTHORIZATION_REQUEST.  If a client has multiple permits, this DGN shall indicated the contents of the manifest currently referenced by the client.  If a client is not currently connected and has been issued more than one permit, the relevant data bytes shall be filled with FEh.
 Add to Standard Alarms (Table 7.6)
Add new alarm instances for the Broker DSA 253
Instance				1 = Connection
				2 = Disconnection
				3 = Permit Rejected
				4 = Manifest Rejected

 Assign DGNs 
Assign new DGNs to the following messages which are unique to WRV-C client-broker communication and are generally not broadcast on the RV-C network.
MODIFY_MANIFEST_DEVICE_INSTANCE			WRV-C Section 3.10.1
MODIFY_MANIFEST_DGN_RECEIVED_INSTANCE		WRV-C Section 3.10.2
MODIFY_MANIFEST_DGN_TRANSMITTED_INSTANCE	WRV-C Section 3.10.3
DISCOVERY_REQUEST_BY_CLIENT				WRV-C Section 2.2.5.4
Tunnel Security Override DGNs
Add to Broker section in 6.44:
TUNNEL_SECURITY_OVERRIDE_STATUS
		On Request / On Change
Byte 0		uint8	Broker Instance
Bits 1.0-1.1	bit2	Override Status		0 = Tunnel Security Override is not active.
						1 = Tunnel Security Override is active.
This DGN may be requested by any device.
TUNNEL_SECURITY_OVERRIDE_REQUEST  
		As Needed
Byte 0		uint8	Broker Instance
Bits 1.0-1.1	bit2	Request Type		0 = No Action Desired
						1 = Request for Tunnel Security Override
This message is broadcast to indicate that a technician has triggered the broker's override input.  Devices shall not request this as a status message.  The broker shall listen for a TUNNEL_SECURITY_OVERRIDE_COMMAND for up to five minutes.
TUNNEL_SECURITY_OVERRIDE_COMMAND
		As Needed
Byte 0		uint8	Broker Instance
Bits 1.0-1.1	bit2	Approval		0 = Reject Request or Terminate Override.  
						1 = Request is Approved.
The broker shall respond with TUNNEL_SECURITY_OVERRIDE_STATUS.  Note that if the broker has not already requested an override, it shall ignore this command.
Addition to Pairing Fields
To BROKER_RESPONDER_STATUS, Byte 4, "Pairing":  4 = Rejected by User 
To BROKER_INITIATOR_STATUS, Byte 4, "Pairing":  5 = Rejected by User
